IOJITABCBKA JJEPJKABHA ATPAPHUI YHIBEPCUTET
Kadenpa indpopMaiiiiiHux cucteMm Ta TEXHOJIOT1H

3ATBEP/IXKYIO
3aBinyBau kadeapu

FOpiit YTKIH
«04» Bepecus 2023 poky

POBOYA ITPOTPAMA HABUYAJIBHOI JUCHUIIJITHA
(000B’s13k0Ba HABUAJIbHA JIUCIIUILTIHA)

TEXHOJIOI'Ti BAXUCTY IHOOPMAIIMHUX CUCTEM

OcaitHbO-TIpodeciitHa mporpama [Hdopmartiiini ynpasisitodi CUICTEMH Ta TEXHOJIOT1T
CrneuianbHicTs 126 Tndopmariiiini cucteMu Ta TEXHOIOTIT

["any3pb 3HaHb 12 [HdopmartiitHi TexHonorii

OcaitHiii cryninb Marictp

HaBuanbHO-HAyKOBHl THCTUTYT €KOHOMIKH, YIPaBIIHHS, paBa Ta IHPOpMaLIHHUX

TEXHOJIOT1H

IloxraBa
2024/2025 u.p.
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Po6oua mporpama HaB4anbHOI quCHUILIIIHU « TexHOMOTIT 3axucTy iHMGOpPMAITITHUX
cucTemM» I 3100yBadiB BHUIOI OCBITH 3a OCBITHBO-TIPO(ECIHHOI MPOrpaMoro
[ndopmariitHi ynpapisioodi CUCTEMH Ta TEXHOJIOTI cremianbHOCTI 126 THDopMmartiiini
CHUCTEMH Ta TEXHOJIOTII.

MoBa BUKJIaIaHHS — JIep>KaBHA.

Po3pobOnuk:

Oner Opapyuienko, npodecop kadenpu HPOpMAIIHHUX CUCTEM Ta TEXHOJOTIH,

1.T.H., ipodecop

«03» Bepecus 2024 poky Oner OHAPYIIEHKO

CxBaneHo Ha 3aciganHi kadenpu HGOPMAIIHHUX CUCTEM Ta TEXHOJIOT1H

npoToko Big «03» BepecHss 2024 poky Ne 2

[ToromxeHo rapaHToM OCBITHBOI mporpamu I[HdopmariiiiHi ynpaBisitodi CUCTEMHU Ta
TEXHOJIOT11

«03» Bepecus 2024 poky HOpiit YTKIH

CxBaJieHO T0JIOBOIO Pajul 3 AKOCTI
BHUIIIOT OCBITH CHEI1AJIBHOCTI

«IHdopmarriiiai cucTeMu Ta TEXHOJIOTIi» Onena KOITIIIMHCBKA

npotokod Big «03» BepecHs 2024 poxy Ne 1

© TIJIAY, 2024 pix



1. Onuc HaBYAJBHOI AUCHHUILTIHA

Henna dopma 3aouHna popma
EnemenTn XxapakTepuCTHKU HaBYaHHA HaBYaHHS
(126ICT _mo_2023) | (126ICT m3 2023[1])

3araipHa KiJIbKICTh TOAUH 90
KibKiCTh KpeauTiB 3
Miciie B IHOUBIOYaJbHOMY HaBYaJIbHOMY IUIaHI s
3100yBaya BUIIOi OCBITH o606 Rixosa
Pik HaBuanHs (Kypc) 1 1,2
Cemectp 3 2:3
Jlekmii (ronuH) 16 2:6
JlaGopaTopHi (ceMiHapChKi) (TOIHH) 16 0;10
CawmocriitHa po6oTa (TouH) 58 72
y T. 4. IHAWBiOyanbHI 3aBHaHHA (KOHTPOJIBHA i 30
poboTa), roTuH
dopma ceMeCTPOBOTO KOHTPOJTIO eK3aMEeH eK3aMCH

2. MeTa BUBYCHHS HABYAJIHLHOI JUCHUILIIHI
MeTor0 HaBYadbHOI NUCHUILUTIHM € (POPMYBaHHS CHCTEMH TEOPETHUHUX 3HaHb 3700yBayiB
BHIIIOT OCBITH IIOJI0 CyYacCHHX METOJIIB Ta 3ac00iB 3a0e3nedeHHs iH(opMaIliiiHol 0e3neKu, MOpsIaKy
MIPOEKTYBAHHS, BIIPOBA/DKCHHS Ta CYIMPOBO/KEHHS KOMIUICKCHOT CHCTEMH 3axXWCTy iH(opmarii,
CUCTEeMH YIIpaBIiHHA iH(OpMaIiitHOI Oe3MeKow, MiAroToBKM (haxiBIliB, 3JaTHUX aHaJi3yBaTH,
obupartu, KBaTiiKoBaHO 3aCTOCOBYBATH 3aco0u 3a0e3nedeHHs iH(popMaliifHOT Oe3MeKn Ta MiTiICHOCTI
JaHUX BIAMOBIAHO 10 PO3B'I3yBaHUX MPUKIIAJHUX 3aB/IaHb.

3. IlepeaxymoBu A1t BUBYEHHS] HABYAJIbHOI TUCIHUITiHHA

HapuansHa aucuumiina «TexHosorii 3axucty iHGOpMaumiiHUX cHCTEM» € 00O0B’S3KOBOIO Y
UK AUCIUIUTIH TTpodeciitHOT MiAroTOBKH 3/100yBaviB BHUINOI OCBITH, SIKI HABYAIOTHCS 332 OCBITHBO-
npodeciitHoro mporpamoro [HpopmaniiiHi ynpaBisiodi CUCTEMH Ta TEXHOJOTIl Ta CIUPAETbCS HA
HACTYIHI HaBYalbHI JHUCLUHMIUIIHM, sKI 1 mepenyroTh, a came: «MojentoBaHHs 1H(OpMaLiiHUX
npoiieciB Ta cuctem»; «IIporpamHi TeXHOIOTIT CTBOPEHHS iHPOPMALIHHUX CUCTEMY.

4. KoMmneTeHTHOCTI:

3acanvhi:

-K3 1. 3gatHicTh 70 aOCTPAKTHOTO MHUCIIEHHS, aHATI3y Ta CUHTE3Y,

- K3 5. 3natHicTh O1iHIOBATH Ta 3a0€3MeuyBaTH SKICTh BUKOHYBaHHUX POOIT.

Cneyianvni (paxosi):

- KC 1. 3natricth po3pobmsit Ta 3actocyBaT ICT, HeoOXiaH1 A pO3B’A3aHHS CTPATETIYHUX
1 IOTOYHUX 3a/1a4,;

-KC 5. 3paTHicTs BHKOPHUCTOBYBATH CyYacHI TEXHOJOTIi aHami3y OaHWUX I ONTHUMI3alli
mporieciB B iHQopMaIiifHUX CUCTEMAX;

-KC 6. 3garHicTh ynpasistu iHbOpMaiHHIMU pU3MKaMU Ha OCHOBI KOHIIEMTIi1 iHpOopMaiiHOi
Oe3mneKH.
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5. IlporpamHi pe3yjabTaT HABYAHHSA:

- IIP 10. 3abesmeuyBatn sxicamidi kiOep3axuct ICT, 1anyBatu, OpraHi3oByBaTH,
BIIPOBA/I’)KYBATH Ta KOHTPOJIIOBATH (DYHKIIIOHYBAHHS CUCTEM 3aXUCTY iHpopMallii;

- [1P 11. Po3B’s13yBatu 3aaa4i nudpoBoi TpaHchopmariii y HOBUX a00 HEBIJOMHX CepeaOBHUIIIAX
Ha OCHOBI CICIiaJIi30BAaHUX KOHIENTYyaJIbHUX 3HaHb, IO BKJIIOYAIOTh CydYacHI HAYKOBI 3I00YTKH Y

cdepi iHpopMaIitHIX TEXHOJIOTIH, TOCTIIKEHb Ta IHTErpallii 3HAHb 3 PI3HUX Taly3ei.

CniggionowieHHA NPOZPAMHUX Pe3YTbMAMie HAGYAHHA i3 OYIKYBAHUMU Pe3YIbmamamu

HABUAHHA
IIporpamuuii  pesyabTar

HABYAHHA  (BU3HAYeHUU OuikyBaHi pe3yJbTaTH HABYAHHS HABYAJbHOI JMCUMUIIIHH
0C8IMHBOI NPOZPAMOIO)

TP 10. 3abesneuyBatu | 3m00yBau Mae 3HATH: OCHOBHI MOHATTS iH(oOpMamliiHOI Oe3nekH,
sakicanii kibep3axuct ICT, | 3okpema B iH(popMamiifHOMy mpocTopi YKpaiHu, Kiacudikariro
IUIaHYBaTH, 3arpo3 Ta METOJIB 3axXWCTy iH(oOpMalii; ocHOBH Kpurrorpadii,
OpraHi3oByBaTH, BKJIIOYAIOYU CUMETPUYHY KpuUnTorpadiro, CUCTEMHU 3 BIAKPUTUM
BIIPOBAI)KYBaTH KJIIo4eM, Kpuntorpadiydi craHmaptd, xem-QyHKmii ta nudpoBuit
Ta KOHTPOJIIOBATH | MiAMKC,  MeToau  3abe3nedyeHHs  Oe3nmeKd  MPOrpamMHOro
(GYHKIIOHYBaHHS ~ CHCTEM | 3a0€3MeUYeHHs, ONepaliiHuX CcUcTeM, 0a3 JaHWX, MEpEekKEBUX 1
3axXucTy iH(dOopMarrii. BeOCEpBICiB; OCHOBH MEPEKEBOI Ta BeOOE3NEKH, TUITH aTaK, METOIN
KC1, 5,6 3axmcty, Taki sk IPsec, TLS/SSL, BipTyanbHi mpuBaTHI MEpexi;

Ipollec MPOEKTYBAHHS KOMILIEKCHOI CUCTEMH 3axHCTy iH(opmarii
(KC3I), eranu ii ¢hopmMyBaHHS, BIPOBAHKEHHS Ta CYITPOBOY.

3100yBad Ma€ PO3yMITH. BaXKJIUBICTh 1 3HAYEHHS KOMIUJIEKCHOTO
migxoay no 3abe3nedeHHs iHQopMaIiiiHoi Oe3meKku; MPUHIIUITH
noOyI0OBM TIONMITUK O€3MeKu Ta Mojem Oe3MeKu IS PI3HHUX
oprasizaliiHuX MoTped; OCHOBM KPHUMNTOrpadiuHOro 3aXUCTy Ta
foro 3actocyBaHHS JuIsi  3a0e3meueHHS  KOH(IAEHLIHHOCTI,
IUTICHOCTI Ta aBTEHTUYHOCTI JaHWX; MOTEHINIHI 3arpo3u Ta BUAH
atak Ha ICT, a TakoX SK Il 3arpo3u MOXYTh OyTH MOM'AKITIEHI a00
YCYHEHi; Tpoueaypd 1 METOOu IUIaHyBaHHsS, Oprasisaiii,
BrpoBapkeHHs Ta KOHTporo KC3I Ha mianpueMcTBax.

3100yBa4y Ma€e BMITH. BUKOPUCTOBYBATH METOH Ta 3aCO0U 3aXHUCTY
iHpopmamii g mpotuaii  kibep3arpozaMm, — 3abe3mneuyyBaTH
PO3MEXYBaHHS JOCTYIy Ta 3aXWINaTd KOHQIICHINNHI [aHi,
3aCTOCOBYBAaTH KpuNTorpadiuyHi MeToau, Taki SK MUQpyBaHHSA,
nmupoBUN  TIANMUC, XEIMIyBaHHA IS 3axucTy i1Hopmarlii;
po3po0ysiTH  Ta  HAJAITOBYBAaTH  3aXUCT  IPOTPaMHOTO
3a0e3nedyeHHs, onepaliiHuX CUCTEM Ta 0a3 JaHUX; 3a0e3reuyBaTu
MepekeBy  Ta  BeOOe3meKy,  BKJIIOYAIYM  HAJANITYBaHHS
MDKMEPEKEBUX C€KPaHIB, CHCTEM BHUSBIICHHS Ta 3amoOiraHHs aTak,
AQHOHIMHMX  KOMYHIKAIliif; IUIaHyBaTH, OpraHi30ByBaTH Ta
KOHTPOJIFOBATH BIPOBAJKCHHSI KOMIUIEKCHOT CHUCTEMH 3aXHUCTy
iHdopmairii, 3a0e3neuyroun edekruBHui Kidep3axuct ICT.
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ITP 11. Po3B’si3yBatu 3a1a4i
nudposoi TpaHchopmarii y

HOBUX a0b0  HEBIJOMHUX
CEpEIOBUINIAX Ha OCHOBI
creriaii30BaHux

KOHIENTYaJIbHUX 3HaHb, 10
BKJIIOYAIOTh Cyd4acHi
HayKoBi 37100yTKH y cdepi
iHpOopMaiitHIX
TEXHOJIOTIH, MOCIiIKEHb Ta
iHTerpamii 3HaHb 3 PI3HHUX
raixysei.

KC1, 5,6

3n00yBau Mae 3HATH: CydacHI KOHLEMIIl iH(popMaIiitHoi Oe3nexu
Ta 1udpoBoi TpaHchopMmarlii, BKIOYAIOYA OCTaHHI JOCSITHCHHS B
ramy3i IT, kibepbe3neku Ta muppoBHX pilIeHb Js Oi3HECY Ta
opraHizalfiii; TMOIMpPEH] 3arpo3u B HHU(POBUX CEPENOBHINAX Ta
nepenoBi TeXHOJOrT 3axucTy iH(opmarii B ymoBax Hu(ppoBOi
TpaHchopMallii; MeTOU 3aXUCTy Ta MHU(PYBaHHS JaHUX, 30KpeMa
kpunrorpadiuni anroputmu, xenr-GyHKii Ta mudpoBuil miamuc, a
TaKOX 1X poJib y 3abe3reueHHi Oe3reku B nudpoBux miatdopmax;
OPUHIUIKA  PO3pOOKM TOMITUKM iH(popMamiiHoi Oesmeku, i
aJanTallio J0 HOBHUX 1 HEBIJOMHUX IU(PPOBUX CEPEIOBHUII; OCHOBU
NPOEKTYBaHHS Oe3neyHux iH(QOpMalifiHUX CcHCTEM, 30Kpema
iHTerparito iHpopMmaniiHoi Oe3neku B iHHoBaIikHI [T-pimeHHs.

3n00yBau Mae po3yMiTH: BUMOTM LH(ppoBoi TpaHchopmarii a0
iH(popMaliifHOT Oe3reku, 30KpeMa sIK TEeXHOJOrii KiOep3axucTy
MOXYTh aJanTyBaTHCS JUIsI HOBHX 1 IIBUAKO3MIHHHUX LH(POBUX
mwiatopmM; CrmocoOM 3acTOCYBaHHSA I1HHOBalid y Kpunrorpadii,
MepexeBiit Oe3mneri Ta 3aXUCTi JaHUX 711 3a0e3MedeH s Oe3MeKu y
HOBHX CEpellOBHIAX; METOAM JOCHIKEHb 1 KOHLENTyaJlbHOI
iHTerpauii ingopmaniiinoi 6e3neku 3 iHmUMH chepamu 1T ms
ajamnTaiii 0 CydacHUX 3arpo3 y uudpoBux TpaHchOpMaIlX;
BUKJIMKM Ta PHU3UKH, [I0 BUHHUKAIOTH IIiJ] 4Yac BIPOBAHKEHHS
nupoBUX 1HHOBAIlIM y HenepeadadyBaHUX YMOBax, 1 K HAyKOBI
JOCTIJDKCHHS CIPUSIIOTh CTBOPEHHIO HOBHX METO/IIB 3aXHUCTY.

3n00yBau Mae BMITH: OLIIHIOBATH HOBI IU(POBI cepenoBHIIA Ta
HEBIJIOMI PHU3UKH I PO3POOKH KOMIUIGKCHUX 3aXOIIB 3aXHCTY
iH(opMallii; 3acTOCOBYBATH NEPEAOBI KpUNTorpadiuHi Ta Mepexeni
TEXHOJIOT1T Il 3axucTy I1H(QOpMaliMHUX CHCTEM Y MpoIeci
mudpoBoi TpanchopMmarliii; IHTETpyBaTH I1HHOBAIiiHI HayKOBi
3M00yTKM 3 pi3HUX Tamyseid [T st BupimeHHS 3aBJaHb
kibepOe3nmekn y  HOBHX  CEpPENOBHUIIAX;  po3podiaTtd i
BIIPOBAKYBATH KOMIUIEKCHI PIIlICHHS, 10 BiIMOBIIalOTh IOTpebamM
Oe3rekn y HOBUX IMPpoBUX Iuiarhopmax Ta miaxoaax g0
TpaHcopmMallii; 3acTOCOBYBAaTH MIUKIUCHUILUTIHAPDHUN MIAXIT 110
CTBOpPEHHsI  pilleHb  KiOepOe3mekw, BpaxoBYIOUH  CydYacHi
nocsrHeHHs B 1T, kibepOesmerni, CHCTEMHOMY aHai31 Ta UPpoOBUX
KOMYHIKAITisX.

6. MeToau HABYAHHA | BUKJIaJaHHA

1. Metoau opranizaiii Ta 31iiCHEHHS] HABYAIbHO-TTI3HABAILHOT TISIIEHOCTI:

— CJIOBECH1 METOJIH: JIEKIIis, pO3IIOB1 b, MOSICHEHHST,

— HAOYHI METOJIU: 1JTIOCTPYBaHHS;

— TMpPaKTU4YHI METOAM: BIPaBHU, NPAKTHUHI poOOTH, poOOTa 3 HaBYAIBHO-METOJUYHOIO

JITEepaTyporo (KOHCIICKTYBAHHS, Te3yBaHHS, aHOTYBaHHS).

2. MeToau cTUMYITIOBaHHS 1 MOTUBAIIlT HABYAIbHO-13HABAIBHOT A1sUTBHOCTI!

— metonu (opMyBaHHS Ti3HABAJIBHUX IHTEPECiB: CTBOPEHHS CHUTYyaIllli IHTepecy i HOBH3HU
HaBYaJHLHOTO MaTepiany; METOJl BAKOPUCTAHHS )KUTTEBOTO JIOCBITY; METOJ BIJMIOBIZCH HA 3amUTaHHS 1

ONMUTYBaHHS TYMOK 37100yBaviB BHIIOT OCBITH.

3. MeTronu KOHTPOIIO 1 CAMOKOHTPOJTIO 32 €(PeKTHBHICTIO HABYAIbHO-TTI3HABAIBHOI A1sITBHOCTI:

— MCTOAN YCHOI'O KOHTPOJIIO: OIIMTYBAHHS; Gecina; ,Z[OHOBiI[B;

— METOJIM MMCHhbMOBOTO KOHTPOJIIO: KOHTPOJIbHA poO0Ta; caMOCTiliHa po0oTa.
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7. 1IporpamMa HaBYAJIBHOI JTHCIMILTiHI

Tema 1. OcHoBHI noOHATTS Oe3nexku iHpopMALIHUX CHCTEM.

OcHoBHI MoNOXeHHs iH(popMaiiHoro npocropy Ykpainu. OCHOBHI MOHSTTA Ta BU3HAYEHHI
Teopii iH(popMmaniitHoi Oe3neku. 3arpo3u iHpopMmaniiiHoi Oesneku. IlopymHuku iHGoOpMamiiHOl
oesnexu. Kmacudikariiss MmeToiB Ta 3aco0iB 3a0e3nedeHHs iHGopMaiiHoi 0e3neku. Po3mexxyBaHHs
noctyny. O3HaueHHS MOJIITUKM 1HpOpMaliiiHOI Oe3MeKHu Ta MPUHLMIN IOJITUKH Oe3neku. Tumm
noJiTHKKM Oe3neku. Moneni moituku Oe3neku. OpranizaliiHO-TEXHIYHI Ta aJMiHICTpaTUBHI METOAH
3axucTy iH(opmarii. OpraHizalis CeKpeTHOTO JIJIOBOJICTBA Ta 3aXOAIB 13 3aXUCTY 1HPOpMAaLii.

Tema 2. Kpunrorpadiunuii 3axuct indgopmarrii.

OcHoBHI TOHATTS Kkpunrtorpadii. OHOBHM cumerpuuyHoi Kpunrtorpadii. Kpunrorpadiuni
CHUCTEMHU 3 BIAKpUTHUM KiroueM. OTJsii OCHOBHMX MIKHApPOJHHX Ta HAI[lOHAIBHUX CTaHAApTIB
acUMeTpU4yHOro mudpyBaHHa naHux. Kpunrorpadiuni xem-¢QyHKmii Ta eneKTpoHHMN LU(POBUI
mianuc. [paktrune 3actocyBanus kpuntorpadii (Bouncy Castle Crypto, npotokosnu aBTeHTH(]iKAaLii
Ta 0OMiHY KJIrOYaMu, OJIOKUEHH, cTeranorpadis).

Tema 3. be3neka nporpam ta J1aHUX.

besneka nporpamuoro 3a0e3neueHHs. besneka oneparniiiaux cucreM. 3axucT Ta Oe3mneka 6a3
TaHUX.

Tema 4. Mepe:keBa Ta Be0Oe3neka.

MepexeBa Oesneka. Etanu peamizarii araku. OCHOBHI THIIM aTaKk Ha KOMITHOTEPHI MEpPEXKi.
[TacuBHu# Ta akTUBHUI 30ip 1HpopMmauii npo mepexy. CHipepu. besneka 6e3npoBOIOBUX MEpPEXK.
IPsec. Texnouorii BipTyaJlbHUX MpUBAaTHUX Mepex. be3meka TLS/SSL.

besneka BeO. Ataku Ha Be03aCTOCYHKH Ta callTH. ATaka BiIMOBa B OOCIIyroByBaHHi. ATaka
mikcaiiroBuii ckpuntuar (XSS). Besmeka BeOcepBepiB Ta BeO3acTocyBaHb. besneka MPHKIAIHUX
npotokoiB [aTepreT. [TaponbHa aBTeHTHDIKAITIA.

3acobu 3abe3neueHHs Oe3mekn Mepex. CHcTeMu aHallizy 3aXHIICHOCTI Mepexi. MixMepexeBe
expanyBaHHA. CHUCTeMH BUSBIICHHS Ta TONEpPEKEHHS arTak. AHOHIMHI KomyHikamii. Tumyacosi
CepBICHU €NIEKTPOHHOT MOIITH. AHOHIMaNH3epH.

Tema 5. ETanu npoekTyBaHHS KOMILJIEKCHOI CHCTEMH 3aXHCTYy iHdopmamii.

Buznauenns, mnpu3HaueHHS Ta (YHKIIT KOMIUIEKCHOI CHCTEMH 3axuCTy i1H}opmarrii.
@®opMyBaHHS 3arajbHUX BHUMOI J10 KOMIUIEKCHOI CHUCTEeMH 3axucTy iHpopmamii. OOrpyHTyBaHHS
HEOOXIJTHOCTI CTBOpPEHHsSI KOMIUIEKCHOI cucTeMu 3axucty iHdopmarii. I[Topsgok BmpoBaIKeHHS
KOMIUIEKCHOI cHcTeMu 3axucTy iH@opmanii. CymnpoBOJKEHHS KOMIUIEKCHOI CHUCTEMH 3aXHCTY
iHdopmarrii.

CrpykTypa (TeMaTHYHUI NJIAH) HABYAJIbHOI U CIUILIIHA

KinekicTh roauu

3a04Ha (hopma
neHHa (opMa HaBYaHHS HaBUYaHHS
Hasei oM (126ICT mo_2023) (126ICT m3 2023
[1D)

e y TOMY YHUCIT e y TOMY YHUCIi

) )

Ei b 1.p c.p. Ei a | mp.| cp.
TeMa 1. O.(‘:’HOBHI MOHSATTS O€3MEeKn 14 2 ) 12 16 | 2 i 14
1H(hOpMaLIIfHUX CHCTEM.
TeMa 2. KPI/IHTOl"pa(i)l'-IHI/II/I 3aXHCT 26 4 8 14 20 | 2 6 14
iHhopmalii.
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Tema 3. besrnieka nporpam Ta JaHUX. 18 2 4 12 18 | 2 2 14
Tema 4. MepexeBa Ta BeOOe3Ieka. 18 4 4 12 18 | 2 2 14
Tema S. Etanu NPOEKTYBAHH KOMIUIEKCHOT 12 4 ) 8 16 | - ) 16
CUCTEMH 3aXUCTy iH(opmalii.
B 1.4. iHquBInyansHe 3aBJaHHS: KOHTPOJIbHA
- - - - 30 | - - 30
poboTa
Yceboro ronuH 90 16 16 58 90 | 8 | 10 | 72
Ex3amen 27 27
8. Temu 1a6opaTOpHUX 3aHATH
Kinexicte roqusa
Ne neHHa popma 3aouna popma
S/ HasBa Temu HABYAISL HaBYAHHS
(1261CT mo 2023)| U 26]C{1—f)’3—2023
Tema 2. Kpunrorpadiuauii 3axuct iHpopMmariii.
JlabopaTopue 3ansatTa 1. Tema: «/locnimxenns
Cy4YaCHHUX METO/IB Kpurnrorpadii 3 BIIKpUTUM KIIIOUEM
PKI (Public-Key Infrasructure)».
1 | JIa6opaTopue 3auaTTs 2. Tema: «/locnimkenns 8 6
NPUHIUIIB O€3MeKH, sKi peanisye nporokon TLS
(Transport layer Security)».
Jla6opaTopue 3anarTa 3. Tema: «/{ocmimxenns
anroputMa RSA (Rivest-Shamir-Adleman)y.
Tema 3. be3neka nporpaM Ta JaHHX.
2 JlaGopaTtophe 3auaTTa 4-5. Tema: «/locmixeHns 4 2
aTakW Ha MPOTrpaMHe 3a0€3MEeUYCHHS - BPa3JIMBICTh
nepenoBHeHHs Oydepay.
Tema 4. MepesxeBa Ta BeOOe3neka.
Jladoparopne 3austTs 6. Tema: «Jlocmimxenns
TEXHOJIOT1H, 1110 JIEXKATh B OCHOBI 3ac001B
3 | mepexoruieHHs Ta MiAPOOKH JaHUX).
. 4 2
Jladopatopue 3ausatra /. Tema: «locmimxeHus
BpaznuBocteil mporokoaa TCP/IPy.
JladopaTopue 3anarra 8. Tema: «/locmimxeHHs
mixkcaiiToBoro cuenapito XSS (Cross-site scripting.
Pa3zom 16 10
9. Temmu camocTiiiHOi po60OTH
Kinekicte rogua
No H JeHHa Gopma 3a04Ha Gopma
3/m a3pa TeMi HAaBYAHHS HaBYAHHS
(126ICT mo _2023) | (126ICT m3_2023[1])
Tema 1. OcHOBHI IOHATTS O€3MEKU
1 . . 12 14
1H(pOpMAaILIITHUX CUCTEM.
Tema 2. Kpunrorpadiyauii 3axuct iHpopmarii. 14 14
3 | Tema 3. be3neka nporpam Ta JaHuX. 12 14
4 | Tema 4. MeperxeBa Ta BeOOe3neka. 12 14
Tema 5. ETanu npo€eKkTyBaHHS KOMIIJIEKCHO1
> CUCTEMH 3aXHCTY iHpOopMaIIii. 8 16




‘ ‘ Pa3om ‘ 58 ’ 72

10. InauBixyajbHe 3aBIaHHA
InnuBinyanbHa poboTta 3700yBaya BHUILOI OCBITM HaIlpaBjIeHA Ha 3aKPIIUIEHHS TEOPETHUYHOTO

MaTepialy Ta NPaKTUYHUX HaBMYOK. Peamizamiss 1poro HampsMy poOOTH mependadaeThCs MUIIXOM
BUKOHAHHS KOHTPOJIbHOI POOOTH, sIKa BUKOHYETHCS CaMOCTIHHO 3700yBadeM BHILOI OCBITH 3a0YHOI
¢bopMu HaBUaHHS B M03a ayAUTOpHUH yac. [lepeBipka pe3ynbTaTiB 1HAMBIAYaIbHOI pOOOTH CTYIEHTIB

BHKJIa/IaueM B1I0YBa€ThCA IO Ta ITiJ1 Yac €K3aMEeHAIlIHHOI cecii.

11. OuiHoBaHHS pe3y/1bTaTiB HABYAHHS

[MporpamHui pe3ynbrat HaBYaHHs/Pe3yapraT HaBYaHHS

DopMH KOHTPOJIIO IPOIPAMHHUX
pe3yibTaTiB HaBUYaHHS/PE3yIbTaTiB
HaBYaHHS

TP 10. 3a6e3neuyBatu sikicaui kidbepsaxuct ICT,
TUTAHYBaTH, OPTaHi30BYBaTH, BIPOBAIKYBATH Ta
KOHTPOJIIOBATH (DYHKIIIOHYBAaHHS CHCTEM 3aXUCTY
iHpopMmarii .

- ONIUTYBAHHS;

- BUKOHaHHA J1a00paTOpHUX pOOIT Ta iX
3aXUCT;

- BUKOHAHHS 3aBJaHb CaMOCTIMHOT
poboTw;

- pO3B’sI3yBaHHS TECTIB;

- KOHTPOJIbHA Po6oTa

- €K3aMEH.

1P 11. Po3B’s13yBatu 3aaa4i udpoBoi Tpanchopmartii y
HOBUX 200 HEBIJIOMUX CEPEIOBUIIIAX HA OCHOBI
CHeliai30BaHUX KOHIENTYyaJIbHUX 3HaHb, 1110 BKJIIOYAIOThH
CyuacH1 HayKoBi 3100yTKHU y cepi iHPopMaIiiHuX
TEXHOJIOT1H, TOCHI/IKeHb Ta 1HTerpallii 3HaHb 3 PI3HUX
rajmy3eu.

- OTIMTYBAHHS;

- BUKOHaHHA J1a00paTOpHUX poOiIT Ta iX
3axXMCT,

- BUKOHAHHS 3aBJaHb CaMOCTIHHOL
pobortu;

- PO3B’A3yBaHHS TECTIB;

- KOHTPOJIbHA PO6OTA

- €K3aMeH.

* dopMa KOHTPOIIIO, SIKA 3aCTOCOBYETHCS JIMIIE [T 32049HOT (POPMU HABUAHHS

Kputepiem ycmilHOTO HaBYaHHS € JOCSTHEHHS 3700yBaueM BHUIIOi OCBITH MiHIMalbHUX
MTOPOTOBUX PIBHIB OIIHOK 33 KOXKHUM 3aIJTAHOBAHUM PE3YyJIbTATOM HaBYaHHS.

[ToTouyHMiT KOHTPONb 3MIMCHIOETHCS HAa MPAKTHYHUX 3aHATTSIX BOPOAOBXK ceMectpy. Dopma
CEMECTPOBOTO KOHTPOJIIO 3HAHB 3/100yBaylB BUIIOI OCBITH-EK3aMEH.
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Cxema HapaxyBaHHsI 0aJiB 3 HABYAJbHOI U CIUTLTiHA
(Jenna ¢popma HaBuanus 126ICT ma_2023)

dopmu KOHTPOJIIO pe3yibTaTiB HaBuaHHA 3BO
2.5
& 58 =
E | BEEBELE. 5| =
Qo =
Ha3pa TemMu = cEX|5E=g 2E| ¢ 2
s Tao|EXog KQ| F 2
< % 8 :§ X o = 8_ - 8 = [a W
= T S < = 0 c% as] a3
) o &g M S %
O Z .2 o
o ='Q A~
~ QA e
Tema 1. OcHOBHI OHATTS O€3MEKU 5 12
1H(OpMAaLIITHUX CUCTEM.
Tema 2. Kpuntorpadiuyauii 3axuct iHpopmariii. 4 15 2 12
Tema 3. Besneka nporpam Ta JaHuX. 2 10 2 7 18
Tema 4. Mepexena Ta BeOOe3IeKa. 4 15 2 15
Tema S. ETanu npoeKkTyBaHHS KOMIIJIEKCHOT 4 ) ; 93
CHCTEMHU 3aXUCTy 1HpOpMaLlii.
Ex3amen 20 20
Pa3om 6aJiB 3a Temamu 16 40 10 14 | 20 | 100

XeMa HapaxyBaHHsI 0aJ1iB 3 HABYAJIbHOI AUCHHUILIIHH
(3aouna ¢popma naBuanns 1261CT m3 2023[1])

@DopmH KOHTPOJIIO pe3yJibTaTiB HaBuaHHg 3BO

x | 8 g| EE &
) S w Q < 0 = o)
= = S E = O = O
| Qo [ o o
5) ] < < O © (a8 jon
= o &0 A 2.4 c:S g =
Hasga temu < | 58X 58 el = = 3
= T & T ;E = 8 2 2 ©
< < o F < ~ K o) = A~
5 TG = 5 M < K
S <V o B jsef =
(o) g2 =9 Z o o
ks = Ql =3 | ~ S
aa} M o 4
Tema 1. OcHOBHI IOHSATTS O€3MEKH 3 3
1HQOpMaIIfHIX CHCTEM.
Tema 2. Kpunrorpadiuyauii 3axuct 3 3
iHdopmarii.
Tema 3. Be3neka mporpam Ta JIaHUX. 4 3 10 17
Tema 4. Mepexena Ta BeOOe3IIeKa. 4 3 7
Tema 5. ETanu npoekTyBaHHSI KOMIUIEKCHOI 7 3 10 20
CHCTEMH 3aXUCTy iH(opmalii.
KonTposabHa podora 30 30
Ex3amen 20 20
Pa3om 6aJiB 3a Temamu 8 7 15 20 30 | 20 | 100
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IIIkaja Ta KpuTepii OWiHIOBAHHS Pe3y/IbTATIB HABYAHHSA NPH NPOBEJeHHI IOTOYHOI0 KOHTPOJIIO

ycHimHocTi 3100yBaviB BUIIIOI OCBITH
(denna ¢popma napuanus 1261CT_ma_2023)

Poboma na nexyisx

KinbkicTh 0aJiB

Kpurepii oniHiOBaHHA

2 Ganu 3n00yBau Oepe aKTUBHY y4yacTb B OOrOBOpPEHHI NMPOOJIEMHUX NHUTaHb IiJ{ Yac
(MakcuMabHa) JeK1li, 6epe yyacTb B ONUTYBaHHI, BEJIe KOHCIIEKT JIEKLIi.
1 0an 3mo0yBay BiAMOBIB HA MUTAHHS, aJI€ HE IOBHOMY 00CSI3i.
0 oamniB 3m00yBa4y HE OMpaIfOBaB MaTepiaj 3 TEMH, IO HE J1a€ MOMJIHMBICTH OILIHHUTH
(MiHIMaJIbHA) (hopMyBaHHSI KOMIETECHTHOCTEH 1 JOCATHEHHSI MPOTPaMHUX PE3yJIbTaTiB.

Bukounanns 3aedans na ﬂa6opam0pHux SAHAMMAX

KiabkicTh 0aJiB

KpuTepii oniHOBaHHA

5 OamiB 3100yBau IeMOHCTPY€E 3HAHHS Ta NMpakTHyHi HaBwuky, BUKoHaB 100% 3aBnaHHs
(MakcHMaJIbHA) Ha JabopaTopHy poOOTY Ta 3aXUCTHB Ti.

4 6anun 3100yBau JEMOHCTPY€E 3HAHHS Ta MPAKTUYHI HABUYKH, BUKOHAB 75% 3aBIaHHA
Ha JabopaTopHy poOoTY.

3 banm 3100yBay JEMOHCTpPYE 3HAHHS Ta MPAKTHYHI HaBUYKH, BUKOHAB 50% 3aBmaHHs
Ha J17abopaTopHy poOoTy.

2 Ganun 3n100yBayu JJEMOHCTpPY€ 3HAHHS Ta MPAKTUYHI HABUYKH, BUKOHaB 25% 3aBraHHs
Ha JabopaTopHy poOOTY.

1 Gan 3100yBay Ha 1abOpPaTOPHOMY 3aHATTI 3aCBOIB JIMIIE TECOPETUYHI BiJIOMOCTI Ta

BCTAaHOBUB HEOOXiHE MPOTpaMHe 3a0e3MeUeHHS

0 GamniB 3n100yBad He OMpaIfoBaB JIAOOPATOPHY POOOTY.

(MiHIMaJTbHA)

Buxonanns 3a6dans camocminunoi pobomu

KiankicTh 0aJiB

Kpurepii oniHioBaHHs

2 banu 3n00yBau BukoHaB 1 3axuctuB 100% BmpaB camocTiiiHOI poOOTH 3a OKPEMOIO
(MakcumanbHa) | TEMOIO.

JlonaTtkoBi OanmyM MOXXYTh HapaxoBYBaTHCh 3a OKpeMi J0JAaTKOBI BUAM PpOOIT

(HamMcaHHS Te3 JOMNOBIAI, BUCTYN Ha CTYACHTCHKINH KOH(EpeHLli B Mexax 5
OaiB)

1 6an 3n00yBau BHKOHAB 1 3axuctuB 50% BmHpaB caMoOCTiiHOI poOOTH 3a OKpPEMOIO
TEMOIO.

0 OaxiB 3100yBay HE MpEJICTAaBUB BUKOHAHE 3aBJAaHHS CaMOCTIHHOI poOOTH, IO HE Jae

(MiHIMaJbHA) MO>KJIMBICTh OLIHUTH ()OPMYBaHHS KOMIIETEHTHOCTEH 1 JOCSTHEHHS MTPOrPAMHHUX

pe3yJIbTaTIB.

Po3ss’sa3ysannsa mecmig

KiabkicThb 0aJiB Kpurepii oniHioBaHHA
7 6aniB
(MakcUMaJIbHA)

6 GamiB

5 Ganis 3n00yBay HaBiB Big 21 10 25 BipHUX BIAMOBIIECH.

4 Ganu 3n00yBay HaBiB Big 16 no 20 BipHUX BIAMIOBIIEH.

3 Oanu 3n00yBay HagiB Big 11 no 15 BipHUX BiAOBIIEH.

2 Oanmu 3n100yBay HaBiB Big 6 70 10 BipHUX BiAMOBIJICH.
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1 Gan 3n00yBau HaBiB Bia 1 10 5 BipHUX BIAMOBIICH.
0 OaxiB 3n100yBay HaBiB 0 BIpHUX BiAMOBIIACH.
(MiHIMaJTbHA)

* Jlooamkogi banu MOA*CYymMb HAPAXO8Y8AMUCH 3 OKpeMi 000amKo8i 8uoU pooim (Hanucanus mes 00nosioi,
BUCTNYN HA CMYOEHMCbKIU KOHGhepenyil 6 medcax 5 banis)

IIkaja Ta KpuTepii OLiHIOBAHHSA Pe3y/IbTATIB HABYAHHSA NPH NPOBeJAeHHI MOTOYHOI0 KOHTPOJIIO

ycHilHoCTi 3100yBa4iB BUIIIOI OCBIiTH
(3aouna ¢popma naBuanns 1261CT_m3_2023[1])

Poboma na nexyisx

KiabkicTh 0aJiB

KpuTepii oniHioBaHHSA

4 6anu 3n00yBay Oepe akTUBHY ydacTb B OOTOBOPEHHI MPOOJIEMHUX MHTAaHb Tif dYac
(MakcuManbHa) | JeKiii, 0epe y4acTh B ONUTYBaHHI, BeJle KOHCTICKT JISKIIIi.
3 Ganu 3100yBau aKTUBHO MPAIIOBAB HA JICKIi1, KOHCIIEKT MTOBHU.
2 Gammn 3m00yBau mpalltoBaB Ha JIEKIli, KOHCTICKT HE TOBHUIA.
0 GamiB 3100yBau He OMpaIOBaB MaTepial 3 TEMH, 10 HE JIA€ MOXJIUBICTh OI[IHUTH
(MiHIMaJIbHA) dhopMyBaHHSI KOMIIETCHTHOCTEH 1 JOCATHEHHS MPOTPAMHHUX PE3YJIBTATIB.

Bukounanns 3aedansv na ﬂa60pam0pnux SAHAMMAX

KinnkicTh 0aJiB

Kpurepii oninioBaHHA

7 GamniB 3100yBay JEMOHCTpPYE 3HAHHS Ta NMPAKTU4YHI HaBWYKH, BUKOHAB 100% 3aBmaHHS
(MakcuMaibHa) | Ha JJAOOPAaTOPHY pOOOTY Ta 3aXMCTHB ii.

6 OaiiB 3100yBau JeMOHCTPYE 3HAHHS Ta MPAaKTH4YHI HaBW4YKH, BUKOHAB 90% 3aBmaHHS Ha
nabopaTopHy poOoTy. [loCArHYTO JOCTaTHIM piB€Hb MPOTPAMHOTO pPE3yJbTaTy
HaBYaHHSI.

5 OariB 3100yBay IEMOHCTPY€E 3HAHHS Ta MPAKTUYHI HABUYKHU, BUKOHAB /5% 3aBaaHHs Ha
nabopaTtopHy poOoTy.

4 6anu 3n00yBay IEMOHCTPY€E 3HAHHS Ta MPAKTUYHI HABHYKH, BUKOHAB 60% 3aBHaHHs Ha
71a00paTOpHY POOOTY.

3 Oanu 3100yBau 1eMOHCTPY€E 3HAHHA Ta MPAaKTUYHI HABUUKH, BUKOHAB 40% 3aBIaHHS Ha
1abopaTopHy podoTYy.

2 Oamun 3m00yBay IEMOHCTPY€E 3HAHHS Ta MPAaKTUYHI HaBUUKH, BUKOHAB 20% 3aBHaHHS Ha
nabopaTtopHy podoTy.

1 6an 3n00yBau Ha 1a00paTOPHOMY 3aHATTI 3aCBOIB JIMILIE TEOPETHYHI BIJIOMOCTI Ta

BCTaHOBHMB HEOOX1/IHE IPOrpaMHe 3a0€3eUeHHS.

0 GaniB 3100yBay He ompalroBaB JadbopaTopHy podoTy.

(MiHIMaJIbHA)

Buxonanns sagdanv camocmitinoi pobomu

KiabkicTb 0aJiB

KpuTepii oniHIOBaHHA

3 banum 3n06yBau BukoHaB 100% BrpaB caMOCTiifHOT poOOTH 332 OKPEMOIO TEMOIO.
(MakcHMaJIbHA)
2 Ganun 3n00yBau BUKOHAB 1 3aXMCTUB /5% 3aBJaHb CaMOCTIHHOI poOOTH 32 OKpPEMOIO
TEMOIO.
1 6an 3nm00yBau BHKOHaB 1 3axucTuB 50% 3aBmaHb CaMOCTIHHOI pOOOTH 32 OKPEMOIO
TEMOIO.
0 GamiB 3100yBau HE TMPEJCTABUB BUKOHAHE 3aBIaHHS CaMOCTIHHOI poOOTH, IO HE Na€
(MiHIMaJTbHA) MOXKJIUBICTh OIIIHUTH (POPMYBaHHS KOMIIETEHTHOCTEH 1 JOCSATHEHHS MPOTPaMHHUX

pe3yJIbTaTIB.
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Po3zs’s3y6anns mecmie

KinbkicTh 0aJiB

Kpurepii oniHioBaHHs

10 GaiiB 3n06yBau HaBiB BiJ 28 1o 30 BipHUX BIAMOBIACH.
(MakcuManbHa)

9 daxniB 3m00yBau HaBiB Big 25 ;10 27 BIpHUX BIAMOBIICH.

8 OaniB 3100yBay HaBiB Big 22 10 24 BipHUX BIAOBIIEH.

7 GaiiB 3m00yBau HaBiB Bix 19 10 21 BipHUX BiAMOBIICH.

6 GamiB 3n00yBay HaBiB Big 16 1o 18 BipHUX BiAMOBIIEH.

5 GamiB 3n00yBay HaBiB Big 13 1o 15 BipHUX BIAOBIIEH.

4 banu 3n00yBay HagiB Big 10 1o 12 BipHUX BiAMOBIIEH.

3 Oanu 3100yBay HaBiB Bij 7 10 9 BIpHUX BiANOBICH.

2 banu 3n00yBau HaBiB Bij 4 10 6 BipHHUX BiANOBiIEH.

1 6an 3n00yBau HaBiB Big 1 10 3 BipHUX BIAMOBICH.
0 OaiiB 3n00yBau HaBiB 0 BipHUX BiAMOBIICH.
(MiHIMaJIbHA)
Koumponvha poboma
Bukonanns KonTponbHa po6oTa MiCTUTh 5 3aB/1aHb.
KOHTPOJIBHOT KoxHe npakTuiHe 3aBIaHHS OI[IHIOETHCS B 6 OaiB:
po0otu Ta —  o(OopMIIEHHS 3BITY 3TiIHO BUMOT, HABEJICHO [IOBHE Ta BipHE PILICHHS
O(pOPMﬂeHH’I OKpeMoro 3aBJiaHHs — 6 OaiB,;
3BITY —  ohOopMJICHHS 3BITY 3 HEIOTPUMAHHSAM BUMOT, HETIOBHE PIIICHHS
) OKpPEMOTO 3aBJiaHHs — 3 0aju;

30 banis 3BIT HE MiAroTOBJIeHUl — () OaiB.
(MakcuMarbHa)
0 6aniB
(MiHIMQJIBHA)

* Jlooamkogi 6anu MONCYMb HAPAXOBYBAMUCH 3d OKpeMi 000amKo8i 8uou podim (Hanucawis me3 00nosioi,
BUCTNYN HA CMYOEeHMCbKIl KOHeperyii 6 medxcax 5 banis)

IIIkaja Ta KpuTepii OiHIOBaHHSA Pe3y/IbTATIB HABYAHHA 3100yBaviB BHILOI OCBITH HA

eK3aMeHi
Bun 3aBmanns bamu Kpurepii oriHroBaHHS
0 BIJICYTHICTb BiJIMIOBi/Il HA TEOPETUYHE MTUTAHHS, L0 HE /A€
3apnanns 1, 2 MO>KJTMBICTB OIIHUTH (POPMYBAHHS KOMIIETEHTHOCTEH Ta OTPUMAHHSI
Binmosini Ha IPOrpaMHUX Pe3yNbTaTiB HABYaHHS Y 3100yBaya BUIOi OCBITH,
TEOPETUYHI MUTAHHS 1 | 3mict nutaHHs po3kputo Ha 20%);
5 OauiB 3a OqHE 2 3MicT nuTaHHs po3kputo Ha 40%;
MTUTAHHS 3 | 3MicT nuTaHHs po3kputo Ha 60%;
(MakcuMyMm) 4 | 3mict nutanHs po3kputo Ha 80%, 110 Aa€ BITHOCHY MOXKIUBICTD
0 Gais 3a oxHE OIiHUTH (OPMYBaHHSI KOMIIETEHTHOCTEH Ta OTPUMAHHS MTO3UTHBHOT
MUTaHHS OIIHKH,
(MiHIMYyM) 5 | TEOPETUYHE MUTAHHA PO3ZKPHUTO MOBHICTIO, IO CBIAYUTH PO
chopMoBaHi KOMIIETEHTHOCTI Ta OTPUMAaHHS BUCOKOT OITIHKH.
3apranms 3, 4 0 Bi,[[CYTHi.CTB PO3paxyHKy IPaKTHMHOTO 3aBJAHHA, 11O HE Jae
Po3B’ s3aHHS MO>KJTHBICTB OIIHUTH Q)QpMyBaHHﬂ KOMIIETEHTHOCTEH Ta OTPHMAHHS
HPAKTHYHOTO MPOrpaMHUX PE3yNIbTaTiB HABYAHHS Yy 3100yBava BUIIOI OCBITH
3aBIaHHA 1 | HaBeneHO HEMPABUILHUN PO3B’SA30K 3aJ1a4i;
5 GauiB 3a o7HE 2 | momymieHi 3-4 00YMCIIOBaNIbHI TOMUIIKHA Ta BUTIPABICHHS;
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3aB/IaHHS 3 | momymieHi 2 0OYUCIIOBAIbHI TOMUJIKY Ta BUIPABJICHHS;
(MakCHMyM) 7 -
0 Gais 32 oHe JIOIYIIEH] 1.v06“{I/ICJ'IIOBaJ'IBHa MOMMJIKH 200 BUTPABIICHHS, IO BKa3y€
Ha JIOCTaTHIH piBeHb (JOPMYBAHHS KOMIIETEHTHOCTEH Ta OTPUMAHHS
(ﬁﬁfiij;lz) MO3UTUBHUX MPOTPAMHUX PE3yJIbTAaTiB HABYAaHHS Yy 37/00yBaya BUIIO1

OCBITH,

5 | po3paxyHKH IIPAKTUYHOI'O 3aBAAHHS BUKOHAHI PAaBUIIBHO,
chopMOBaHi TOBHI BUCHOBKH, III0 CBiTYaTh PO BUCOKHUI PiBEHb
3aCBOEHHS IPOTPAMHUX PE3yJIbTAaTIB HABYAHHS.

*eK3aMeH CKIa0aemvcs 3 2 MeopemuyHux Nnumans ma 2-X npakmudnux 3aedanv. Makcumanvha KilbKicmo
oanie 3a exzamen - 20.

12. IncTpyMeHTH, 00JaJHAHHA Ta mNporpamMHe 3a0e3Ne4YeHHsl, BHKOPHCTAHHSA SKHX
nepeadavae HaBYAIbHA AUCIHUILTIHA (32 MOTPeOH)

[lepenik 1HCTpyMEHTIB, OOJaJHAHHSI Ta NPOrpaMHOTO 3a0e3medYeHHsT HEOOXITHOTO IS
BUBYCHHS HaBYaJbHOI AMCLUMIUIIHM 3a0e3medye creriagizoBaHa KoMmm'ioTepHa jabopatopis 202:
nepcoHabHUM KoM 'toTep (15 mr. — 2021 p.), mmatdhopma MS Windows 10 Pro (43 ninensiii),
Windows 10 Edu (15 minensiit), MS Ofice 365 (58 minensiit) abo Libre Ofice, Google Docs, Internet-
Opaysepu, wMepexxa Wi-fi, mynprumMmeniiiHe 3a0esneueHHs (IIPOEKTOP), TMPOCKIIMHUN eKpaH,
mpe3eHTallii, JomKa ayauTopHa, enekrponHa Oiomioreka IIJIAY  (https://lib.pdaa.edu.ua),
enextponnuit perozurtapiii [IIAY (http://dspace.pdaa.edu.ua:8080).

13. [ToaiTHKA HABYAJIBLHOI AMCUHUILIiHI

[ToiTrKa HAaBYATEHOT JTUCITUTUTIHA BU3HAYAETHCS CHCTEMOIO BHUMOT, SIKi BHKJIaJIad BUCYBA€E JI0
3100yBaya BUINOI OCBITM MpPH BHUBUYEHHI JMCUUIUIIHU Ta TPYHTYEThCS Ha 3acafax CHpPaBEIIHBOTO
00’ €KTHUBHOTO OIIHIOBAHHS POOOTH KOKHOTO CTYACHTA 1 TOTPUMaHHS aKaJeMIdHO1 TOOPOYECHOCTI.

Bumoru MoXyTh CTOCYBaTHCS:

1. TepmiHiB BUKOHAHHS Ta NePeCKIATAHHSA

- 00O0B’A3KOBICTh BHUKOHAHHS 3aBIaHb NPAKTUYHUX pPOOIT, caMOCTiiiHOT poOoTH 1 3axXHCT
pe3yIbTaTIB y BiIBEICHUI TEPMIH;

- 32 aKTHBHY Y4YacThb Y HayKOBiii poOOTi 3a TeMaTHKOIO Kadeapu, AUCIUIUIIHH, Y4acTb Y
TBOPYHMX KOHKYpCax 1 T. iH. MOXYTb HapaxOBYBaTHCS J0JIaTKOB1 Oaiu;

- 000B’SI3KOBICTh BUKOHAHHS 3aBJIaHb MPAKTHYHUX POOIT, cCaMOCTIHHOT poOOTH 1 3aXUCT Pe3ybTaTiB Yy
BiJIBeICHUI TepMiH. BUKOHAHHS 3aB/IaHb 3 MOPYIIEHHSAM TEPMiHIB 0€3 MOBaAKHUX MPUYHUH OIIHIOETHCS
Ha 25 % Hmxue 3a oxepkaHui Oan. SIKIIO CTyIEHT BiACYTHIH 3 MOBaXHOI MPUYMHU, BiH NMPE3EHTYE
BUKOHAHI1 3aBJIaHHS i1 4aCc CAMOCTIHHOT MATOTOBKY Ta KOHCYJIbTAIlll BUKJIa1ava.

2. AxanemMiuHoOi 100p0OYeCHOCTI:

3n00yBay BHWINOI OCBITM TOBHHEH IOTpUMyBaTuCh Kopaekcy akamemidHOi J00pOYecHOCTI Ta
Konekcy mpo etuky BuKiamada Ta 3700yBava BHUIIOI OCBiTH [10NTaBCHKOTO NEP’KaBHOTO arpapHOTro
yHiBepcuTeTy. JloTpumaHHS akajgeMidyHOi TOOpOYECHOCTI 3100yBayaMH BHWIIOI OCBITH Tepemdadvac:
CaMOCTiliHe BWKOHAHHS HaBUYAJIbHHUX 3aB/aHb, 3aBIaHb IOTOYHOTO Ta IMiJCYMKOBOTO KOHTPOJIO
pe3yabTaTiB HaBYaHHS (U1l 0Ci0 3 0COOJUBHMH OCBITHIMHU MOTpeOaMH 11 BUMOTA 3aCTOCOBYETHCS 3
ypaxyBaHHIM IXHIX IHAMBIIyaJbHHUX MOTPEO 1 MOXKIMBOCTEH); OCHIIAHHS Ha JpKepena iHdopmamii y
pa3i BUKOPHUCTAHHA 11eii, po3p0o00K, TBEPKEHb, B1IOMOCTEN; JOTPUMAHHS HOPM 3aKOHOJABCTBA PO
aBTOPChKE TPAaBO 1 CYMDKHI TpaBa; HaJaHHA JOCTOBIpHOI iH(opMamii mpo pe3yiabTaTH BIACHOI
HaBYaAJIbHOT (HAyKOBOi, TBOpPYOi) MISUIBHOCTI, BHKOPUCTaHI METOIUKU JOCHIDKEHb 1 JKeperna
iHpopMmarii.

[Ipu BusABNEHHI akaJeMiIuHOro IJariaTy MiJ 4ac BUKOHAHHS 3aIlllaHOBaHUX BUIB pOOIT Taki
po0OTH HE 3apaxOBYIOTHCS Ta MOBEPTAOTHCS Ha JIOOMPAIFOBAHHS 31 3HIDKEHHSM 3arajbHOI OIIHKH
MiHiMmyM Ha 20 %.
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3. BiaBinyBaHHSI 3aHSATD:

00O0B’SI3KOBICTh BIJIBIlyBaHHSI 3aHATh (HENPHUILYCTUMICTh NPOMYCKIB 0€3 MOBaXHUX MPHUYHH,
3aImi3HeHb 1 T. 1H.).

4. 3apaxyBaHH$ pe3y/bTaTiB He()OpMaIbHOI/iIH(POPMATBLHOI OCBITH:

BpaxyBaHHs pe3ysbTaTiB HaBYaHHS, OTPUMAHUX i 4yac HehopMaIbHOI/iIHHOPMAIBHOT OCBITH
Ta 3apaxyBaHHS PE3yJIbTATiB BiOyBaeThCs 3rimHO [10JI0KEHHS TIPO MOPSIOK BU3HAHHS PE3YJbTATIB
HaBYaHHA, 3100yTHX y HedopManpHii Ta iH(QOpMaIbHIA OCBITI 3700yBayaMH BHIIOI OCBITH
[TonTaBCHKOTO JACPIKABHOTO arpapHOTO YHIBEPCHTETY.
5. Ockap:keHHSs pe3yJIbTATiB OLiHIOBAHHS:

[Topsimok  OCKap)KEHHsT  Pe3yJIbTAaTiB  OILIHIOBAHHS  3JIMCHIOETBCS  3TITHO  TMPOIEAyD,
3aTtBepkeHUX Yy [loJoXeHHI Mpo OIiHIOBaHHS PE3yJbTATiB HaBYaHHS 3100yBayiB BUIIOI OCBITH B
[TonTaBcbKOMY JIepKaBHOMY arpapHOMY YHIBEpCUTETI

14. PexomenaoBaHi qkepesa ingopmaii

OcHoBHi

1. KommekcHi cuctemMu 3axucty iH(popmarii B iHGOpMaIitHO-TeIeKOMYHIKAIlIHHUX
cucremax: Hapuanphuit mocionuk / B. JI. Kostopa ta in. Hixun: ®OII Jlyk'suenko B.B., TIIK
«Opxines», 2019. 144 c.

2. KowmmnekcHi cucreMu 3axucTy iHpoOpmanii : HaBYanbHUHA mocionuk / Spemuyk 1O. €.,
ITasnoscrkuii I1. B., Kataes B. C., Cinrorid B. B. Binnung : BHTY, 2017. 120 c.

3. JCTY ISO/IEC 27001:2015. Iudopmamiitni TexHomorii. MeToau 3aXHCTy CHUCTEMH
yrpaBiiHHsa iH(opmaliiiHoo Oe3nekoro. Bumorn. [Uuwnuii Bimg 2015-06-27]. Kwuis, 2015. 24 c.
(Iadopmarrist Ta qOKyMEHTAITis).

JlonmomixkHi

1. 3akon Vkpainu «lIpo 3axucr iHdopmamii B 1HGOpMaLIHHO-TEIEKOMYHIKALIHHUX
cuctemax»/ ba3za 3akoHomaBctBa Ykpainm Ne 80/94-BP. URL: http://zakon4.rada.gov.ua/laws/
show/80. (nara 3BepuenHs: 27.08.2021).

2. Tlopsimox mpoBeaeHHS pOOIT 13 CTBOPEHHSI KOMILIEKCHOI CHCTEMH 3aXUCTy 1H(popMaIlii B
iHdopmariiino-TenexkomyHikamiaiii - cucremi. HJI T3I 3.7-003-05 / HopmartuBana 6aza Jlep
cnemss'sizky 2015.URL: http ://www.dstszi. gov.ua/dstszi/control/uk/ publish/article?art id=46074.
(maTa 3BepHenns: 27.08.2021).

3. ACTY 33960-96 3axuct indopmauii. Texniuynuii 3axuct iH(opmanii. OCHOBHI
MOJIOKEHHS.

4, HA T3I 1.4-001-2000. TumoBe mOJOXKEHHS TIPO CIyxkO0y 3axucty iHdopmarii B
aBTOMAaTH30BaHIl CHCTEMI.

5. HJ T3I 2.5-004-99. Kputepii oLiHKK 3aXUIIEHOCTI iH(pOopMaIlii B KOMI'TOTEPHHUX CHCTEMax
BiJl HECAHKI[IOHOBAHOT'O JIOCTYIIY.

6. HIA T3 2.5-005-99. Kiacudikamisi aBTOMaTH30BaHMX CHCTEM 1 CTaHIApTHI
dbyHKIIOHABHI TPOd1JIl 3aXUIIIEHOCTI 00p0o0IFOBaHOI 1H(POpMaIIii BiJI HECAHKI[IOHOBAHOTO JOCTYITY.

7. HJI T3I 3.7-003-05. INopsmok mpoBeAeHHS POOIT i3 CTBOPEHHS KOMIUIEKCHOI CHCTEMH
3axucTy iH(opMmarii B iHpopMaliiiHO-TeIeKOMYHIKaIiiHIA cucTeMi.

8. HA T3I 3.7-001-99. MeroauuHi BKa3iBKH IIOJIO PO3POOKM TEXHIYHOTO 3aBIAaHHS Ha
CTBOPEHHS KOMILJICKCHOI ccTeMH 3axucty iHopmarii B AC.

9. HA T3I 1.6-004-2013 3axuct iHdpopmauii Ha o00'ekTax iHPOPMALINHHOI AISIBHOCTI.
[TonoxkeHHs MPO KaTeropitoBaHHs O0'€KTIB, € LUPKYIOo€ iHPOpMaIllis 3 0OMEXEHUM JOCTYIOM, IO
CTaHOBMTH JEP>KaBHY TAEMHMUILIO.


http://zakon4.rada.gov.ua/laws/
http://www.dstszi.gov.ua/dstszi/control/uk/
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10. HA T3I 1.6-005-2013 3axuct iHdopmanii Ha o00'ekTax iHGOPMAMIHHOI TISILHOCTI.
[TonoxxeHHs Mpo KaTeropitoBaHHS 00'€KTIB, 1€ MUPKYIIIOE THHOpMAITis 3 0OMEKEHNUM JOCTYIIOM, 1110 HE
CTaHOBHUTH JICPKABHOI TAEMHHUIII.

Indopmaniiini pecypcu Mepe:ki iHTepHeT
1. JepxaBHa ciyk0a cremiaJbHOro 3B's3Ky Ta 3axucty iHQopmamii Ykpainm URL:
https://cip.gov.ua/.(nata 3Bepuenns: 27.08.2021).
2. Coursera. URL: https://www.coursera.org/
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